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H 'E¢apon Twv Fake News

AuUTO TTOU YivETOI QAiVETAIL....
....0AAd QUTO TTOU QaivETAI, £XEI YIVEI?

ExAoyég HIA
Interest over time 2016 ¥ o<
el L VS ST NPTy SR T ~A

https://trends.google.com/trends/explore?date=all&geo=US&qg=fake%20news



https://trends.google.com/trends/explore?date=all&geo=US&q=fake%20news

Mia tpokAnon...
...aT0 TA waAAld...

formation: yevikO¢ 0po¢
TTOU ava@pEPETAl O€
EOKEUUEVEG TTPOOTTAOEIEC

TTOPATTANPOPOPNONG pE
OKOTTO TNV TTapaTrAavnon

s M‘w& i
Disin

(disinformation}

Misinformation: ava@EpeTal o€

TTAPATTAQVNTIKO TTEPIEXOUEVO TTOU

OIAKIVEITAI XWpPIC TTPOBEON
TTapatrAavnong




Auavouevn TTpOKANON

« Autavopuevn dicioduon kai xprion Twv social media Kail Tou
Internet

* [1i0 eUKOAN Kal ouxvn n duvaTtoTnTa SIAUOIPACLOU KAl
Ta weudn diadidovTal TaxUuTEPA KAl TTI0 EUPEWG OE OXEON UE TIGC AKPIPEIS
TTANPOPOPIEC Kal TNV €TTAARBEUCT) TOUG!

e 2TOXEUMEVN TTPOROAN (Filter bubbles) xpron kpITNpPiwv
OTOXEUONG KOIVOU (micro-targeting)

e TeXvnNTA vonuoouvn - Generative Al (e.g. deepfakes, ChatGPT)
KAVEI TTI0O OUOCKOAO TOV SIaXWPIOUO TTPAYUOATIKOU ATTO OUVOETIKO
TTEPIEXOUEVO

¢ 2XETIKA OIKOVOMIKA LOVTEAQ

* [MoAITIKA TTOAWON KAl EAAEIYN EUTTIOTOOUVNG O€ TTAPAOOCIAKA
HEoa Kal Beopoucg

o EptTAOKN KUBEPVACEWYV KaI I0XUPWYV OPYAVIOUWV



Baoika Ztoixeia Apacewv Ml

e [lAaiolo: 2uvBwc TTPIV KaI KATA TN dIAPKEIA EKAOYIKWYV dIadIKATIWYV
Kal dNuoywn@PIoudTwy, KABWC Kal KATa Tn dIAPKEIQ KPIoEWV KAl
YEYOVOTWV

 HMaparmAnpo@opnon ocuviOwg akoAouBei dnuo@IAn
£1I0NCEOYPUAPIKA YEYOVOTO

* AKPOATAPIO: KPITAPIA OTOXEUONG OTTWG YEWYPOAPIKI TOTTOOETIq,
YAWOOQ, €EBVIKOTNTA, TTONITIKEC TTETTOIBAOEIG, KOIVWVIKO KOl OIKOVOUIKO
TTPO®IA, NAIKIA, KATT.

e EVTUTTWOIOOUOG — ZuVvaioOnua: EAKUCTIKO TTEPIEXOUEVO, EUKOAEC,
"BOAIKEC” AUOEIG

* Apnynpa: ouvnBwg ekpeTaAAeUOVTal TIPOUTIAPXOUCEG EVTACTEIC,
TTpoBAAuata (11.X. o€ TTONITIKA — EKAoYEC: petavaoTteuon, AOATKI,
AUBAWOEIC, KATT.)

e Méoa: apbpaq, blogs, oxoAia, memes, YouTube videos, hashtags,
influencers



2 NUAVTIKEC ETTITITWOEIC

* [lapatrAdvnon Tou Koivou: eTTNPEAdlel TN AWn aTTOPACEWY KAl TIG
TTETTOIONOEIC

* YTrovOopeuon TNG ONUOKPATIAG: XEIPAYWYNON TWV EKAOYWV Kal
UTTOVOUEUCN TNG EUTTIOTOOUVNG OTOUG ONUOKPATIKOUG BEOUOUC

* Anuooia vyeia: Bewpicc cuvwpoaiag Kai ETTIKivOUVN
TTAPATTANPOPOPNCN, OTTWG KN ETTIOTAMOVIKA BACIOUEVES IATPIKEC
OUUBOUAEC OXETIKA UE TIGC AITIEG, TO CUUTITWUOATA KAl TIC BEPATTEIEC

« EOvIKN ao@AaA&ia: utropei va UTTOVOUEUOEI TRV AOPAAEIA KAl VO
XPNOILOTTOINOEI O€ TTOAEUIKEC CUPPALEIC KAl PUOIKEC KATAOTPOPES

« Emdcivwon Twv CUYKPOUCEWYV Kal TTOAWONG: KOIVWVIKEG Kl
TTOMNITIKEG EVTAOEIC, 0ONYWVTAG O€ AUENUEVEC OUYKPOUOEIC Kal Bia

« EmPBAaBAC erun Kal uTTOANYWN TTPOCWTTWV: N dlavoun d1a@OpwVY
PNUWV KAl I0XUPICUWY XPNOIUOTIOIEITAI GUXVA YIa va BAAWEI TN ¢Aun
ATOUWYV KAl OPYAVWOEWV



MapatTAnpo@opnon Kal
[MoAuvpéoa

* [0 TTEIOTIKA ATTO TO
KEIUEVO
* «To €ida pe Ta idIO poU TA
MATIA. .. »
* “Seeing is believing...”
o «Mia eIKOvVa XINIEC AECEICH
* 2 UYKEVTPWVEI
TTEPICOOTEPN TTPOCOXN
* MeyaAUTeEPOC TTEIPACUOC
— 10N yia TTpowBnon
* Ag yvwpilel ouvopa




O Ailaonpoc Kapxapioag

https://www.snopes.com/photos/animals/puertorico.asp



Maury Page

¥ Follow -.“}
@mopage19 N——

A shark photographed on |-75 just outside of Naples, FL

This is insane. #Hurricanelrma
8:12 PM - Sep 10, 2017

Q1506 115538 Q) 12,545

Jason Michael ("W Follow )
@Jeggit
Believe it or not, this is a shark on the freeway in Houston,
Texas. #HurricaneHarvy

9:00 AM - Aug 28, 2017

O 7168 1188805 ) 149,387

g, AU ——

SoaR Gilli 5+ Logan (W Follow )
@Mcgillligan
A shark was pushed inland from #HurricaneMatthew
7:27 PM - Oct 7, 2016

Q22 11263 Q 506

Austin. |
@austinelement

[{ W Follow )

Shark in road #sandy
2:53 AM - Oct 30, 2012

Oe6 118 Q13




2UVOETIKO lNepiexopevo

milesfisher & m Message  +2  ee»

91 posts 489K followers 714 following

Miles Fisher
Al + = [/ TikTok (5.1M)
milesfisher.com



EpowTikn NOAN ...

‘ 0 KUPLOG pavog™
@manoskrt
EpwTiKN TIOAN..

ranslate post

10:08 PM - Sep 4, 2023 - 240.9K Views

Q 159 1 613 Q 1,440 [ 92

>


https://twitter.com/manoskrt/status/1698774934103687535

TpoTtrol NMapatrAavnong

 [lapaTtrAavnTikO TTAQiCIO

* ETTECEPYATIA TTEPIEXOUEVOU

* 2 KNVOOETNUEVO TTEPIEXOUEVO

* KOTOOKEUQOUEVO TTEPIEXOLLEVO

* 2 UVOETIKO TTEPIEXOUEVO
(TN—deepfakes)



MapatrAavnTtiko MNAaicio

. TO iDIO TO TTEPIEXOUEVO E€ival AUBEVTIKO (uN
ETTECEPYAOUEVO) AAAG TTapouCIadeTal E
TTANPOPOPIEC TTOU OEV AVTATTIOKPIVOVTAI O€
QUTO TTOU ATTEIKOVICETA.

7

. aka “lost context”, “out-of-context”,
“decontextualized”, “misrepresented”



MapatrAavnTiKO
[MAaicio

[Tapadeiypata
. BivTeo TTOU
TTEPIVPAPETAI LIE
AGOOC TTAQICIO
(framing)

. BivTeo TTOU
aTTEIKOVICEl Eva
AAAO yEYOVOC Kal
QVAKUKAWVETAI OTO
TTAQIO10 EVOC VEOU

Npaypoukoi -
onudoi .
Kpouukiis
opaduc

o v naTpidat Eronsor
” Y —— S ——————
’

16 AuyouoTou, 2023

TnA€oTITIKO KAVAAL XPNOLOTIOINOE OKNVEQ
aro tatvia oe deATIO E1ONOEWV YA TOUG
oradoug TNG NTIvaud Zaykpeum

Altered images: Protest march 'was

city marathon'
© 5 July 2013
W Follow
Murat Kara
Please don't share this photo, it’s from the
2012 Avrasya Marathon
S Arosport. com/atletizm /avras
See: tr.eurosport.cor - et
CC ge7i pDic.twitter.com;/mol By




“NapatrAavnTiko” MNMAaiocio

14 21T 2023

Emriokewn ToU
K. AVOPOUAQGKN
O£ EPEUVNTIKA

gepyaoTnpla
Tou EKETA

AvOpOULAAKNG: To ETUTEAIKO Visit
KpaTog TNG NA €xel BoLAIGEEL...

Images may be subject to copyright. Learn more



Etrecepyaopévo lNepiexopevo

. H emreCepyaoia eIKOVAC KOAUTITEI A Oo€Ipa
ATTO KOIVEC TPOTTOTIOINCEIC. 2UvVNBWC
ETTIOTPATEUOVTAI Ol £CNG TPOTTOTTOINCEIC:

AVTIYpaQr) AVTIKEILEVOU Kal ETTIKOAANCON TNV
id1a £1IKOVA (copy move forgery).

Eicaywyn KoppaTiou atrd aAAn €iIkova (image
splicing).

«["Epiopa» TrePIOXNG yia va KAaAupOEi n
aPAipECN KATTOIOU AVTIKEILEVOU (in-painting).
«KOOUNTIKECY» TPOTTOTTOINOEIC.



Etrecepyaopévo lNepiexopevo

. [Napadeiypara




2UVOETIKO lMeplexoupevo
KOaTOOKEUAOUEVO -
ZmVOGST

Hioupyia eple)%usvou HUE OTOXO TNV
UTTOOTHPICN TTAPATTANPOPOPNONG
— 2KNvoBeTNUEVO
- Me xpnon UTro)\oylcTr’] (CGl)

. Ta TeAeuTaia xpovia £Xel augnBei onuavTikA N
OuVaTOTNTA ONUIOUPYiag cuvOETIKOU
TTEPIEXOUEVOU TTOU Eival PEAAIOTIKO HE XPNON
TEXVOAOYIWV TToU BaailovTal otnv TeXvnTn
Nonuoouvn.

. 2UXVva xapakTtnpidovral ue Tov 0po Deep Fake
(aT1T6 TN OUVOECN TWV TEXVIKWYV deep learning
VIO TNV KaTaokeun fake TrEplEXOUEVOU).



Anuo@IAEgic KATNyopPiEC

2UVOETIKO lNepiexopevo

AAN\ayn TTpoocwTTou (face swapping)
TpoTtrotroinon eEKPPAacewv (face
reanimation)

AAAayr) U@oUG/aTUA (style transfer)
EZ 0AOKAPOU OUVOETIKEC EIKOVEC Source:

https://www.youtube.com/watch?v=iHv6Q9ychnA

Source: https://en.wikipedia.org/wiki/Deepfake

Source: Media Forensics and DeepFakes: an

overview


https://en.wikipedia.org/wiki/Deepfake
https://www.youtube.com/watch?v=iHv6Q9ychnA
https://arxiv.org/abs/2001.06564
https://arxiv.org/abs/2001.06564

AAAayn MNpoocwTTou

. AAAQyT) TOU TTPOOWTTOU KaI CUXVA KAl TNG
PwVng.

AAAayn Tou TTpoocwTrou TnNG XiAapu
KAivrov pe autd Tou Tpautr




TpoTtrotroinon Ek@pacewyv

.« AANAayN TWV EKPPACEWY EVOC OUYKEKPILEVOU TTPOCWITTOU
WOTE VA QAIVETAI 0AV VA EITTE CUYKEKPILEVA AQYIQ.

Source Actor

Real-time Reenactment

Y (
W

Reenactment Result

A —
A\ N 3
\ 4
I ‘ b

Target Actor




AAANOyRN "YPOUG/ZTUA

. AAN\ayN KaIpIKWV oCUVONKWY N wpPaAg TTou
EIKOVICETAI O€ €IKOVA Kal BIVTEO.

Input Sample translations

P o

; ';r-'.-?'." P "“&Ti
2 | *'? ol
Y

(b) Yosemite winter — summer



EC oAOKANpPOU 2UVOETIKO
[Meprexouevo
. 20vOean TTEPIEXOUEVOU EK TOU UNOEVOC.

. H ecEANICN TNC TEXVOAOYiac ouvBeonc ival
payoaia!

; 2019
Coupled Progressive

GAN DCGAN GAN GAN StyleGAN StyleGAN2



EC oAOKANpPOU 2UVOETIKO
[Mepiexouevo
. [Napadeiyua: thispersondoesnotexist.com

AP Experts: Spy used Al-generated face to €0...  Topstories Topies v Video Listen (Q)

Experts: Spy used Al-generated face to connect with targets

By RAPHAEL SATTER  June 13, 2019

@ @ LONDON (AP) — Katie Jones sure seemed plugged

into Washington’s political scene. The 30-something
@ Clickta can} redhead boasted ajob at a top think tank and a who's-

who network of pundits and experts, from the centrist

Brookings Institution to the right-wing Heritage

RELATED TOPICS

Poundation. She was connected to a deputy assistant
AR Tnptlerss secretary of state, a senior aide to a senator and the
Technology cconomist Panl Winfree, whois heing aonsidersd for a



2 UVOETIKO [eplexouevo
(Infowar)

European politicians duped into
deepfake video calls with mayor of Kyiv

Person who sounds and looks like Vitali Klitschko has spoken with
mayors of Berlin, Madrid and Vienna

| advise you to lay down your arms
and return to your families

© Someone has been impersonating the mayor of Kyiv, Vitali Klitschko - the real one seen here.
Photograph: Markus Schreiber/AP

The mayors of several European capitals have been duped into holding video
calls with a deepfake of their counterpart in Kyiv, Vitali Klitschko.

The mayor of Berlin, Franziska Giffey, took part in a scheduled call on the
Webex video conferencing platform on Friday with a person she said looked
and sounded like Klitschko.




E@apuoyec TN yia dnuioupyia
TTeplexopevou (DALL-E, ChatGPT, Reface

& ——

Friends, we have launched an aid campaign to reach
people who have experienced an #earthquake
disaster in Turkey.

#btc 2 : 1Jn3C4GiFCZERTWd6nvCc4hTzvK8Viz88y

teth:
0x2cff2ad8f75f68bf4ec5a478e5057b7c348dd61d

#Suns suns

1. ™. O 7Y AN

)
. ANAWPEVN WS WNPIOKN

onuioupyia (Midjourney,
Photoshop)

. XpNOIuoTToINONKE yia va

QTTOOTIACOUV Xprnuata
aTTO TO KOIVO HE
WEUTIKOUG EPAVOUC UTTEP
TWV OEICUOTTANKTWYV (8BC:

https://www.bbc.com/news/world-europe-6
4599553)



2UVOEeTIKO lNepilexopevo Keipgvou
(ChatGPT, Bard, etc)

'The Supply of Disinformation Will

Soon Be Infinite

Disinformation campaigns used to require a lot of human effort, but

artificial intelligence will take them to a whole new level.

By Renée DiResta

https://www.theatlantic.com/ideas/archive/2020/09/future-propaganda-will-be-co
mputer-generated/616400/



https://www.theatlantic.com/ideas/archive/2020/09/future-propaganda-will-be-computer-generated/616400/
https://www.theatlantic.com/ideas/archive/2020/09/future-propaganda-will-be-computer-generated/616400/

@ YPAYE pou £va ApBpo yla pia ardAuTa ETITUXNLEVN OLALG OXETIKA Ue Tnv Mapartinpoddpnon mou yve oto NOHZIZ otn ©gooahovikn arnd

*

Epeuvntr tou EKETA

View other drafts

Emtituyia tng optAiag yia tnv taparninpogopnon oto NOHEIIZ

Tnv Tpltn 19 louhiou 2023, To Kévtpo Alddoong Emotnuwy kat Mougeio Texvoloyiag NOHZIZ otn ©sooahovikn GLAOEEVNOE La OULALA yLa TNV
mapaminpopopnon and Tov epeuvntr Tou EKETA, K. Ndvvn Koupdxkn. H ophia elye titho "H taparinpoddpnon we olyxpovo GavoUeVo” Kat
TIPOCENKUOE PEYANO EVILAPEPOV ATTO TO KOWVO.

O K. Koupd@kng Eekivnoe tnv opAla TOU UE LA ETILOKOTINOT) TNG £Vvolag TG rtapartinpodépnong. EERynoe otL n maparAnpopdpnon ivai n
SLddoon YEUSWV I TIAPATIAQVNTIKWY TIANPOGOPLWY, UE OKOTIO VA ETINPEACTEL N YVWHN ) N CUUTEPLPOPA TWV avBPWTIWY. ITn CUVEXELQ,
avapEPBNKE OTA XAPAKTNPLOTIKA TNG TIaparninpodépnong, OTwe N EAEWN TINYWY, N XPrion CuUVALoBNUATIKWY ETIYELPNUATWY KAl N ipowdnon
€UKOAMWV NUOEWV O€ OUVBETA TIPORAUATA.

O K. Koupd@kng avadepBnke miong OTIG TINYES TNG TTIAPATTANPOPOPNONG, OTIWE TA LETA KOWWVLKAG SIKTUWOoNG, Ta fake news sites kat oL Yeudelg
ELBNOELC TTOU SLadidovTal Ao TIOMTIKOUG Kal AAAOUG SNUOOLoUG TIApAyovTEG) ALAAUCE ETTONG TLG ETIUTTWOELG TNG TIAPATTANPODOPNONG OTnNV
Kowwvia, OTiwGE n UTIOVOEUOT) TNG EUTILIOTOOUVNG OTIC ApYXEC, N dladoon tng BLAG Kal n SLlaoTiaon NG KOWWVIKAG CUVOXNAG.

H opuAia tou K. Koupdkn fitav TtoAU evalapEpouoa Kal EVNEPWTIKH. O K. Koupdakng rapouciaoe ta BAoIKA OTOWEIA TG TTApATTANPodOPNonG LE
£vav TPOTIO TToU ATAV EUKOAO VA TO KATAVOROEL TO KOwo. ETtiong, €5woe XPROUES CUMBOUAEG VLA TO TIWGE VA EVTOTIIOOULE KAl VA ATtOPUYOULLE ThV

napaninpoddpnon.

To Koo NG OpLALAG ATV TIOAU EVBOUTLAOUEVO ATTO TO TIEPLEXOLEVO KAl TNV Ttapouciacn Tou K. Koupakn. MoAhoi dvBpwrroL fipav va tov
PWTNOOUWV EPWTACELS META TNV OULALQL

H grtuyia tng ophiag Tou K. Koupdakn givat éva onuadt 6t n apamninpodopnon eivat £va BEua Ttou arnacyoAel OAO Kal TIEPLOCOTEPO TO Kowd. H
OMUALA TOU K. Koupdkn Bor|Bnoe Toug avBpwmous va KaTavooouV KAAUTEPA AUTO TO ONUAVTIKO ZTnua.

Zuurneplopara

H opiAia tou K. Koupdkn oto NOHZIZ ftav pia GNUAVTIKE) CURBOAR 0TNV EVNHEPWON TOU KOWVOU yia TV TtapartAnpodopnon. H opiia Atav kaha
TIPOETOWATUEVT, EVOLAPEPOUTA KAl EVNREPWTIKN. O K. Koupdkng Ttapouciaoce ta BAcikd oToEa TNG TTaparinpodopnong UE Evay TPOTo Tou
ATav EUKOAO VA TO KATAVONOEL TO KOWO. ETtiong, £3woe Xproyleg CULBOUAEG YLa TO TIWGE VA EVTIOTIICOULE KAl VA ATTOPUYOUUE TNV
rapamninpodépnon.

H erituyia tng opalag tou K. Koupdkn eivat éva onuadt 6t n tapartAnpoddpnon elval éva B£ua tou anacyoAel OAO KAl TIEPLOTOTEPO TO KOwo. H
Ol TOU K. Koupdkn BoriBnoe Toug avBpwmous va KaTavooouV KAAUTEPA AuTd TO ONUAVTIKO ZNTnua.

4



Fact checking - EFCSN just started Dis @»)

Avaykn via ETtaAnBguon
E1I0NCEWV

KOI OXETIKWV EPYOAE
THE MISSION

/ The EFCSN upholds and promotes the highest standards
of fact-checking and promotes media literacy for the
public benefit. The EFCSN and its verified members are

committed to upholding the principles of freedom of
European Fact-Checking expression. They work to promote the public’s access to
Standards Network fact-checked trus.tw_orthy data and informatio_n and to
educate the public in how to assess the veracity of
information in the public sphere.

AFP

. 2017:'Evac fact checker o1o Napiol
. 2022: 130, 80 XWPEG, 24 YAWOOEC



Ti kavoupe oto EKETA-ITNTTHA

’E pauva Kal an'ITTU én ngGAaiwv ‘a Denis Teyssou @dteyssou - Sep 11

Thank you to the 100k weekly active users of our verification plugin.

E'ITG)\F’]GEUOT]Q Tmhoarr;ktzt:omesognj and @b _goupil and our partners from @veraai eu
2TEVI KAl LOKPOXPOVIa i

O'UVngGO'IG ug Home > Extensions > Fake news debunker by InVID & WeVerify
£I0NCE0YPAPIKOUG OPpYAVIOUOUG InVID Fake news debunker by InVID & WeVerify
B DeUtChe We”e i:d::iﬁ 25 (O | News & Weather | 100,000+ users

— AFP

EkTraidsuon o o ov  m

— OuAigg, 2x0Acgia
—  TuAua Anuooioypagiac Al
YT1rooTtripicn fact checking
— Meooyelako MNMaparnpntiplo
[MapatrAnpo®opnong
2 UVEIOPOPA OE OXETIKEG
TTOAITIKEC
— EOvikn Emitpotrr) BionBIkAG Kai —
TexvonBikng

Location estimation s

>



Bon0oc¢ ETraAnBeuonc
EikOova

Save your analysis as PDF

http://reveal-mklab.iti.gr/

Zampoglou, M., Papadopoulos, S., Kompatsiaris, Y., Bouwmeester, R., & Spangenberg,
J. (2016, April). Web and Social Media Image Forensics for News Professionals.

In SMN@ ICWSM.



‘EAgyxol yia ZUVOETIKO
[Mepiexopevo
. 2UYXPOVIOUOC NXOU/EIKOVAC
. AQUOIKEC KIVIOEIC TOU OTOUATOC TOU
OMIANTN
. AKUEC TWV aVOPWTTWYV Kal TV
QAVTIKEILEVWYV EpPavi(ouv aouvnBIoTeC

LOPPEC pixels

. O ouIANTAC TTapauEVEl aouvnBIoTa
aKivnTOoG

. O €IKoVICOUEVOC £XEI TTOAU AiYEC EKPPATEIC

. TO AVOIYOKAEILO TWV paTIWV O€ YiVETAI
KaBoAou ] Ogv €ival TAKTIKO

- 7 \ L5 ’ \ z
AT s a NI SgmE ORI "= B B N = 2 1 A " pay PN F 9 I\ F N AR o p g PN N NI



Signs of a DeepFake (in 2020)

Indistinct

background, O

close crop
Cockeyed,
hetero-
chromatic
eyes

Other ~ .

potential — % Il Strange scale-

artifacts 4 ,L"( i

g ' he like effect on

upper earlobe

Earring is
Halo effect blurry or
or painterly Smudges/striations/drip marks melted

quality around hair on cheek

https://apnews.com/article/bc2f19097a4c4fffaa00de6770b8a60d

Different kinds of
artifacts

Blurry areas around
lips, hair, earlobs
Lack of symmetry
Lighting
inconsistencies
Fuzzy background
Flickering (in video)


https://apnews.com/article/bc2f19097a4c4fffaa00de6770b8a60d

The MeVer DeepFake Detection Service

Deepfake Score: 27%

Zoom on
hover

Video Shot Analysis

a- ;
%, Melania Trump Deepfake wit
Napaxo)o.

Overall deepfake score

61%

L
=2
©

I

SENENRTEREE
R mEm
|
EEREREYww

Deepfake Score: 27%

| Shot

AR EERn
aePERERn
noaeaEnn
naaEEAR
EREREERn
oEREEEean
aannnnen
AEEERER

Deepfake Score: 61%

Frame collage

Video Analysis Ul



AvaAluon Aiktuakne ApaoTtnpioTnNTag

Graph Analysis
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Metagraph A
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ZXETIKA pe To MedDMO

To MedDMO (Meooyelako Mapatnpnthplo
Wnoakwv Méowv) anaptileTal and
Ynolakolq epeuvnTiKoUg dnpooioypddoug,
€181KoUG oToV YnPIaKd ypappaTiopd kat
akadnuaikoug epeuvnTEg (arnod Konpo,
EANGSa kat MAATa), ot omoiot ouvepyalovtat
yla va avTILETWTIOoUV TNV Kpion
napanAnpodépnong rnou JaoTilel TIg
dnuokpatieg naykoouiwg. To mpoypapua
avnkel oto Eupwnaiko Mapatnpntiplo
Wnoakwv Méowv (EDMO), £va naveupwnaikd
SdlkTuo mapatnenTnpiwy rnou eruxeipei va
anoTpéYPel apnynuara napaminpodpdpnong
rnou dpouV MOAWTIKA péoa otnv EE.

O tadog Tng KAsorditpag dev £xe1 BpeOei akdpun oTnv Aiyurro
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[NaTi Oev apkKel N eTTaANBOguon Kal
n TEXvVoAoyia eTTaAnNBeuong...

Study reveals the key reason why fake news

* AVGpU')'ITIVF] LUUXO)\OYiG— spreads on social media
OUUTTEPIPOPA (confirmation cognitive N e
biaS) EE!EE;JLW iggiégi §§ igég anmm.......

e B0 e R
, N W e 22 ) e

« AUOKOAO va opIoTEi TI ival aAnBeia o

—  MpdBean, EMTITWOEIC, VOUIKO TTAQIGIO, i, Eg% Egg FRAFAAAADS 'Egg g%% ] i;ggﬁ’#ﬁ'ﬂ_
eAeuBepia Adyou Kai dnpioupyiag, ;:, é'ﬂ;‘ig Esmmm 'SEL % =l Ef =l
apeBaidTnTa (11.X. 1ATPIKA) m:; .Igggg Ea’?fm»—-— sigﬁ aﬁﬁ -,-%:_% %Eﬁi

. PROPAGANDA PROPAGANDA
d

« TpOTTOC TTAPOUCIiacnG

— HemaAnBeguon dev TTPETTEI va ONUIOUPYEI
TTOAWGON atro TN DIKK TNG TTAEUPA

Industry ethicist: Social media companies
amplifying Americans' anger for profit

*  Wnoiako TAaiolo Kai TTAATQOPES

— Ooo 1o uTTEPPOAIKO KOl «EVTUTTWOIOKO»
gival £éva post TOOO TTI0 EUKOAQ Ba
dlapolpacTei Kal Ba etIBpaBeubdei

—  Oikovouikd povtéAa




Ektraideuon Kai MoAITIKEG

. EKTTaidguon koivou Kail
, The EU is working in close cooperation with
6['] uoclovpa(pwv online platforms to encourage them to promote

authoritative sources, demote content that is

. I_IO)\|'|'| Kég O'X£T| Kég ug fact-checked as false or misleading, and take

down illegal content or content that could cause

OIKTUOKEG TTAOTPOPUEG physical harm.

PRESS RELEASE | Publication 11 October 2022

Commission steps up action to tackle disinformation and promote
digital literacy among young people

The Commission has published Guidelines for teachers and educators in primary
and secondary schools, on how to address disinformation and promote digital
literacy in their classrooms.

The guidelines provide practical support for teachers and educators and include definitions of
technical concepts, class-exercises and how to encourage healthy online habits. This toolkit covers
three main topics: building digital literacy, tackling disinformation, and assessing and evaluating
digital literacy.

Full press release


https://ec.europa.eu/digital-single-market/en/tackling-online-disinformation
https://ec.europa.eu/digital-single-market/en/tackling-online-disinformation

T1 LTTOPOULE VA KAVOURE

KaTtavaAwaon TTEPIEXOUEVOU Kal EIONTEWV HE

KpITIKR ZKEWN

- 'EAgyxog TTNYNG, AgIOTTIOTIOG
— |diaitepa o€ OTI TTPOKAAE] EVTUTTWON, €ival UTTEPBOAIKO,
dnuIoupyei EvTovo ouvaiodnua, divel «EUKOAEC» AUOEIC,
TTOAWVEI
- MoIéTnTA (E1IKOVAG/KEINEVOU)
—  2UVOETIKO TTEPIEXOUEVO: XEPIA, OAXTUAQ, ua)\)\la OOVTIq,
QVOKAQOEIC, KEILEVO, AOUUUETPIES, POVTO,.

. AlaoTaupwon TTAnpo@opiag
- Avagnmnon - ETTaAnBeuan (AAAEG TTNYEG, TTAPOUOIEG
EIKOVEC, TOTTO0ETIa, OXETIKA/TTAAIOTEPA APOPA, EPYAAELia: TT.
¥X. Google Lens)

« Na pn Braotouue va 1o S10UOIPACOUME
2 UVEXN EVNUEPWON KAl EKTTaidEUO



T1 LTTOPOULE VA KAVOURE

I hate to be the one to tell you this, Whether it's fake photos, chatbots or
but | "created" all of those photosin ~ manipulated videos, we have to
this section using Al content keep a sharp eye out for bad intent
generators. (I hit "refresh” on a all around us — which sucks, but it's
webpage page a bunch of times.) better to be safe than sorry. Don't
Anyone with an internet connection getmewrong.weivemanexcmng

one of the purest forms of evil: ancestors would think about getting
catfishing on dating apps. It feels like stood up for a date because some
hardly a day goes by without an skeeze created an interesting
announcement of some new personality using ChatGPT and the
invention featuring artificial perfect profile pic in MidJourney.
Here are things to look out for in
impostors, but when in doubt,

is \JOIII' cru
INTERESTING

SMILE
a t |a tJ .‘ . 50 Wt
. - J ; - TOO FEW OR NONE

WEIRD
BODY PARTS
6 FINGERS (GIVE OR
TAKE)

ATALL == * EARRINGS WARPING
BLURRY BLOBS EARS ORNOT IN
WHERE TEETH PAIRS

SHOULD BE
BLEND INTO GUMS
+ ODD-SHAPES
"PERFECT" YET
UNCANNY

UNMATCHED
UNUSUAL HAIR
PRESENCE
MISSHAPEN PUPILS

GAPING PORTALS
IN THE FACE/

PN, & ACKGROUND

WEIRD SHAPED SPOTS
TOO MANY/FEW UNIQUE
BODY PARTS HATS &
JEWELRY BLENDS IN ACCESSORIES
LIKE A BAD PIERCING
OR LOOKS DISTORTED

NONSENSICAL
CUTS OFF IN

WITH HAIR
GLASSES BLEND
INTO FACE

JEWELRY IS
UNREALISTIC OR
MELTING



https://heyzine.com/flip-book/4f4f612cfe.html

«EpBOAIO» KATA TNG
TTAPATTANPOPOPNONG

FFUULURUT
FOPOLOROF
FOOLPROOF
FOOLPOROF
FOLOPROOF
FOLOPOROF

Why Misinformation Infects Our
Minds and How to Build Immunity

Sander van der Linden
CNNIDDNNE

Foolproof

Why Misinformation Infects Our Minds and How to

Build Immunity

by Sander van der Linden (Author, University of Cambridge)

A Next Big Idea Club Must-Read * A Financial Times Best Book of

the Week * One of Nature’s best science picks

weee BADIE
— =

FRIGHTEN

From fake news to chaos! How bad are
you? Get as many followers as you

can.

START

BREAK

EXAGGERATE

FALSIFY



OETIKEC XpNoelc: Dali Lives

https://www.theverge.com/2019/5/10/18540953/salvador-dali-lives-deepfake-museum



https://www.theverge.com/2019/5/10/18540953/salvador-dali-lives-deepfake-museum
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EuxaplioTw yia TNV TTPO00XN
oag!

email: ikom@iti.gr

https://mklab.iti.gr/
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